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EXECUTIVE SUMMARY 
 

 House Joint Resolution 174, agreed to during the 2004 Session of the General 
Assembly, established a joint subcommittee to study the certification, performance, and 
deployment of voting equipment.  Senate Joint Resolution 371, agreed to during the 2005 
Session, continued the joint subcommittee with the addition of two members with 
computer expertise. 
 
2004 Interim 

 
 The resolutions charged the joint subcommittee to "(i) review the procedures and 
processes for the certification of voting equipment, (ii) consider the comparative merits 
of alternative voting systems, (iii) examine procedures for the storage, set-up, 
deployment, handling and decertification of voting equipment, (iv) review processes for 
dealing with election day problems with voting equipment, and (v) study the proper 
procedure for handling voting equipment pending election recounts and contests."  The 
joint subcommittee was required to complete its work in time for the 2006 Session of the 
General Assembly.   
 
 The joint subcommittee organized and met on August 16, 2004, and elected 
Delegate Timothy D. Hugo, Chair.  Senator William C. Mims and then Senator 
Jeannemarie Devolites Davis served as Vice-Chair.  
 
 At its August 2004 meeting, members heard two presentations.  The first covered 
the special study for the State Board of Elections on the Development of Security 
Policies, Standards, and Guidelines for Direct Recording Electronic (DRE) Voting 
Systems.   
  
 The second outlined the debate over the pros and cons of DRE voting systems and 
voter verified paper ballots or trails. This report uses the acronym VVPR (voter-verified 
paper record) to cover various forms of a paper trail associated with DREs.  Michael I. 
Shamos, Institute for Software Research International, School of Computer Science, 
Carnegie Mellon University, emphasized that DRE systems have been in use for 25 years 
without a verified incident of tampering.   
 
 However, he noted that there is a public perception that DRE systems are subject 
to tampering as a result of well-publicized studies pointing to security problems with the 
equipment.  He reviewed the pros and cons of the most frequently proposed cure for DRE 
security problems -- a VVPR or paper record of each vote that the voter can review and 
verify.  The advantages are that the paper trail will demonstrate to the voter that the 
machine has captured his votes correctly and will create a sense of security among voters.  
He described the disadvantages of a VVPR: no guarantee the vote was counted or that the 
paper will be secured for a recount; major problems in handling and securing the paper 
ballots; delays in the election process; accessibility issues; possible voter confusion; and 
an increased demand for recounts. His advice was to await the outcome of the November 
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2004 election when VVPRs for DRE equipment will be used in California, Missouri, and 
Nevada. 
 
 The joint subcommittee reached the consensus that it would await the outcome of 
the November 2004 election for further evaluation of proposals to improve the present 
procedures in the Commonwealth that govern the certification, performance, and 
deployment of voting equipment and related issues. 
 
 A full report of the subcommittee's 2004 activities has been published as House 
Document 23 (2005). 
 
2005 Interim 

 
During its four meetings held in 2005, the joint subcommittee sought the opinions 

and advice of the technology community, elections experts and officials, and the public.  
The joint subcommittee received information in many forms from numerous parties:  
 

 Background from the State Board of Elections and its staff on the current status of 
voting equipment purchases in Virginia, HAVA (the Help America Vote Act) 
compliance, and the fact that no VVPR has requested certification yet in Virginia.  
Two VVPRs have been certified nationally.  These two systems are compatible 
with some but not all of the DREs in use in Virginia at this time.  Of the 90 
localities prompted by HAVA to replace punch card and lever equipment, 87 have 
purchased DREs and three have bought optical scan equipment that uses a paper 
ballot and scanning equipment to read and count the ballots. 

 
 Testimony from a panel of computer experts and individual computer experts that 

pointed to vulnerabilities in DRE systems and, in some instances, to potential 
problems with VVPR equipment.  The predominant view from computer experts 
was that DREs could be vulnerable to hacking or inadvertent programming error. 

 
 Testimony from a number of local election officials expressing satisfaction with 

DRE equipment on the part of their staffs and voters in their localities and 
enumerating concerns about the costs and practical effects of mandating VVPR 
equipment at this time.  

 
 Testimony from Chesterfield and Hanover that these localities chose optical scan 

equipment, in part, to avoid the VVPR controversy.   
 

 Demonstrations of DRE equipment, optical scan equipment, and VVPR 
equipment. 

 
 Testimony from representatives of the disabled with emphasis on the importance 

of accessibility for the various facets of the disabled community. 
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 Testimony from the Maryland Elections Administrator on that state's experience 
with DREs, the challenges by computer experts and in court to the state's decision 
to use DREs without any VVPR, the ultimate court decision to allow use of the 
DREs, and the state's current contract with the University of Maryland for a study 
of VVPR and various verification methods to determine the best technology. 

 
 Presentations and statements by organized groups such as Virginia Verified 

Voting and numerous individuals questioning the security of DRE and other 
electronic voting equipment.  The joint subcommittee heard a wide spectrum of 
opinions ranging from a detailed proposal for the immediate implementation of a 
VVPR requirement for DREs to more general expressions of concern about the 
vulnerability of DRE equipment and the need for some type of audit or paper trail.  

 
. At its final meeting, the joint subcommittee reviewed various specific proposals 
for possible approval and to present as recommendations to the General Assembly.   
 

 The subcommittee approved a specific recommendation that the State Board of 
Elections design and implement a pilot program to test the use of DRE equipment 
with VVPR equipment, to take into account the concerns of the subcommittee as 
shown in its final report, and to report its progress and findings to the Committees 
on Privileges and Elections.  Introduced as SB 272 and continued to 2007 by the 
House Committee on Appropriations for study by the Subcommittee on General 
Government and Technology.  Also introduced in HB 1243 with additional 
provisions for a VVPR requirement to be effective on January 1, 2009, and 
continued to 2007 by the House Committee on Appropriations. 

 
 The subcommittee reviewed a compromise paper presented by Cameron Quinn 

that would take a variety of steps to test and audit DRE and VVPR equipment 
prior to any mandate to provide VVPR capabilities with DREs.  It approved the 
paper for consideration by the State Board of Elections in its design of the pilot 
program.   

 
 The subcommittee reviewed the Chairman's Suggested List of Items which he 

presented to reflect the public's, computer community's, and many legislators' 
concerns with the safety and security of DRE equipment absent a VVPR.  It 
approved the List for consideration by the State Board of Elections in its design of 
the pilot program. 

 
 It was noted that individual legislators would introduce legislation in the 2006 

Session to reflect these recommendations and concerns.  HB 1243 and SB 424 
mandating security features for electronic pollbooks and DRE's were introduced 
and continued to 2007.  SB 424 was continued to 2007 by the Senate Committee 
on Privileges and Elections.  HB 1243 was reported by the House Committee on 
Privileges and Elections by a vote of 17 to 5.  However, because it also contained 
provision for a pilot program like SB 272, it was continued to 2007 by the House 
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Committee on Appropriations for study by the Subcommittee on General 
Government and Technology. 

 
 
 

I. INTRODUCTION 
 
Authority 
 
 House Joint Resolution 174 (HJR 174), agreed to during the 2004 Session of the 
General Assembly, established a joint subcommittee to study the certification, 
performance, and deployment of voting equipment.  The subcommittee consisted of six 
legislators (four Delegates and two Senators) and five citizen members (three appointed 
by the Speaker of the House of Delegates and two appointed by the Senate Committee on 
Rules).  The subcommittee elected Delegate Timothy D. Hugo and Senator William C. 
Mims as chairman and vice-chairman, respectively.  HJR 174 gave the subcommittee the 
following responsibilities:   
 

 review the procedures and processes for the certification of voting equipment;  
 consider the comparative merits of alternative voting systems; 
 examine procedures for the storage, set-up, deployment, handling and 

decertification of voting equipment;  
 review processes for dealing with election day problems with voting equipment; 

and  
 study the proper procedure for handling voting equipment pending election 

recounts and contests.  
 

 In accordance with HJR 174, the Chairman submitted to the Division of 
Legislative Automated Systems an executive summary and report of its findings and 
recommendations for publication as House Document 23 (2005).  Information on the 
HJR 174 subcommittee, including meeting materials, the executive summary, and report 
can be found on the Internet (http://dls.state.va.us/votingequipment.htm). 
 
 Senate Joint Resolution 371 (SJR 371), agreed to during the 2005 Session, 
continued the joint subcommittee with the addition of two nonvoting citizen members 
with computer security expertise appointed by the Senate Committee on Rules and the 
Speaker of the House of Delegates upon the recommendation, if any, of the Chief 
Information Officer of the Virginia Information Technologies Agency.  A copy of SJR 
371 is attached as Appendix A.     
 
 Information on the SJR 371 subcommittee, including meeting materials, the 
executive summary, and this report can be found on the Internet  
(http://dls.state.va.us/votingequipment.htm). 
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Study Scope 
 
 The subcommittee focused its attention on analyzing the issues central to the 
debate about the ability of electronic voting machines to provide reliable and secure 
elections:  the capacity for direct record electronic ("DRE") voting machines to produce 
voter verified paper records (VVPRs); electronic pollbooks; and security risks presented 
by telecommunications features of voting equipment.  The subcommittee met four times 
during the 2005 interim and received testimony from the public and private sectors. 
 
 The subcommittee developed recommended legislation establishing a pilot 
program to test the capacity for DRE's to provide VVPR's in Virginia elections and to 
address security concerns presented by electronic pollbooks and wireless electronic 
communications capabilities on DRE voting machines.  

 
 

II. SUBCOMMITTEE MEETINGS AND ACTIVITIES  
 
 
May 18, 2005 
 
State Board of Elections Report on Virginia Voting Equipment 
  
 The joint subcommittee resumed its work by considering a presentation by State 
Board of Elections staff on the following topics: 
 
• Use of electronic voting equipment in the 2004 election: 
 40 million of 121 million voters in the November 2, 2004, election 
  voted on electronic equipment; 
 the State Board did not receive any report of a problem with DRE 
  (direct recording electronic) equipment in the election; and 
 problems were reported in three Pennsylvania counties (leading to 
  decertification of a Unilect Patriot machine (different than 
  the Patriot used in some Virginia localities) and in one 
  county in North Carolina and in Ohio. There may be other 
  instances not widely reported. 
 
• The current certification process: 
 19 voting systems are currently certified for use by Virginia localities, 
  including eight DRE systems; 
 no applications for certification are in process; and 
 the current certification process was described to the subcommittee. 
 
• Security measures: 
 the State Board has prepared its final voting systems security policy, standards, 
 and guidelines for circulation to localities July 1 with follow-up training 
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 and workshop sessions around the Commonwealth. 
 
• HAVA requirements and distributions of HAVA funds: 
 81 of 90 Virginia localities required by HAVA to replace punch card and lever 
  equipment have done so involving $17,608,930 in HAVA funds; 
 16 of 44 localities required by HAVA to provide one accessible voting unit 
  (DRE) per precinct have done so involving $1,734,279 in HAVA 
  funds;  
 total HAVA funds for voting equipment allocated to Virginia  
  equals $29,941,318, and 64.5% (the $19,343,208 cited above) has been 
  allocated to localities to date; and 
 the final date to meet HAVA requirements is January 1, 2006. 
 
VVPR Presentation 
 
 The subcommittee viewed a tape on the use of a DRE (Sequoia Edge) system 
equipped with a printer to provide a voter verified paper audit trail or VVPR capacity in 
Nevada in the 2004 presidential election.  Members requested more information on 
reactions to the VVPR experience in Nevada and information from other states that have 
passed legislation mandating use of VVPR. 
  
Work Plan  
 
 The subcommittee reviewed and suggested revisions in a draft work plan for three 
additional meetings during the 2005 interim. After review by the chair and vice chair, a 
revised work plan will be circulated to the subcommittee. 
 
Meeting July 19, 2005 
 
DRE Demonstration  
 
 Kirk Showalter, General Registrar, City of Richmond, provided a demonstration 
of the City's Winvote (Advanced Voting Solutions) touch screen voting system showing 
how the equipment is programmed and then used. This is a direct recording electronic 
(DRE) system. The system does not produce a voter-verified paper ballot or audit trail 
(VVPR) but can produce a paper print-out of each ballot image. Subcommittee members 
used the equipment in a test election and asked questions on security issues.  She later 
demonstrated the optical scan equipment used for absentee ballots. 
 
Report from Maryland Elections Administrator 
 
 Linda Lamone, Maryland Elections Administrator, reported on the Maryland 
decision to use a DRE system, the Diebold AccuVote TS Electronic Voting System, on a 
statewide basis with optical scan equipment for absentee ballots. She outlined their 
treatment of security issues. While they were in the procurement process, on July 23, 
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2003, the Hopkins report was released that pointed out security weaknesses in another 
Diebold DRE system. 
 
 The Hopkins study was followed by executive and legislative branch studies and a 
series of steps taken to address the security concerns raised by the studies: a state security 
action plan; a disaster recovery and incident management plan; an independent 
verification and validation expert to review any program or software change in certified 
equipment; three security personnel on the elections staff; background checks on 
elections equipment personnel; training on security for local officials; changes required to 
be made by Diebold to Maryland equipment; use of Maresware software to verify server 
software; physical security for equipment; parallel monitoring; and other steps.  They are 
contracting with the University of Maryland for a study of VVPR and various verification 
methods, including usability, to be completed in the first part of December. In response to 
questions whether Maryland would consider a paper or other ballot audit feature, Lamone 
said no because of the complexity of the paper ballot feature -- at least at this time and 
absent future testing and improvements. 
 
State Board of Elections Report on Candidate Filing Deadlines 
 
 Jean Jensen, Secretary of the State Board of Elections, spoke in response to the 
Chairman's request for background on candidate filing deadlines and on the State Board's 
authority to extend the deadline for filing statements of qualification and economic 
interests under Code § 24.2-503. She outlined the legislative history dating back to 1980 
and the Board's practice on granting limited extensions under that section. Members 
expressed an interest in limiting the extension possibilities and working with the Board 
and staff on suggested revisions to be reviewed at a later meeting. 
 
Voluntary Voting System Guidelines 
 
 Staff reviewed background materials on the proposed Voluntary Voting System 
Guidelines (VVSG) that the Election Assistance Commission released for public 
comment in June. The comment period will end September 30, 2005, and there will be a 
period for reviewing comments and revising the VVSG before they become final. States 
are free to follow or reject the guidelines and to adopt more stringent standards for 
equipment. 
 
Public Comments 
  
 A public comment period followed with 15 speakers representing a variety of 
opinions:  
 

 Eight speakers (including four representatives of Virginia Verified Voting) were 
critical of DRE equipment. There were various viewpoints expressed: (i) a 
preference for optical scan equipment because it is less expensive and provides a 
paper ballot for recount purposes; (ii) advocacy for VVPR for DRE equipment to 
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assure voters that their vote is properly recorded and to provide an audit trail; and 
(iii) assertions that VVPR equipment can be made to be accessible. 

 
 Three local elections officials opposed a VVPR requirement for the certified DRE 

equipment already in use in their localities. They cited the proven track record of 
their equipment, the costs of VVPR equipment, the added time and complexity 
that a VVPR requirement would bring to the election process, and the lack of any 
proven instance of tampering with DRE equipment. 

 
 Two speakers addressed concerns of the disabled community and the need to 

assure that any requirement for a VVPR be proven to be accessible for visually 
and physically disabled voters. One speaker cautioned that if there is only one 
voting station for the disabled, it should be used by multiple voters to assure that 
ballot secrecy is preserved for disabled voters. 

 
 A voting equipment (Elections Systems and Software) spokesman cautioned that 

the HAVA deadline for replacing punch card and lever equipment is firm -- 
January 1, 2006. Any new requirement such as a VVPR must allow time for 
development, manufacture, and certification. The reel-to-reel VVPR equipment 
developed to date may not meet final federal standards now out for comment and 
not expected to be final before the end of this year. 

 
 Robert Ostergren, General Registrar of Hanover County, reported that the county 

expects to purchase optical scan equipment with AutoMark equipment to meet 
HAVA accessibility requirements. AutoMark equipment is now in process for 
state certification. 

 
 The Chairman thanked all the participants, and the meeting adjourned. 
 
 
August 22, 2005 
 
Public Comments 
 
 The meeting opened with a public hearing that produced comments from 19 
speakers covering a number of topics and conflicting points of view: 
 

 Larry Haake, Chesterfield County General Registrar, summarized the process by 
which the County decided to purchase optical scan equipment to replace their 
punch card voting equipment. He cited the similarities of their old punch card and 
new optical scan equipment as pluses for voters and election officers, cost 
savings, and the desire to avoid the DRE and paper trail controversy. He 
demonstrated their optical scan equipment and described the AutoMark 
equipment now submitted for certification which is an accessible touch screen 
device for marking an optical scan ballot. 
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 Twelve speakers advocated changes to meet problems perceived with DRE 
equipment and other voting equipment with a majority of the speakers advocating 
a voter verified paper audit trail (VVPR) requirement. There were various 
recommendations brought forward: 

 
• Create an independent task force of computer experts to test DRE  
equipment because the manufacturers and current certification process 
have not performed satisfactorily to assure that only well-designed DREs 
are approved. Move cautiously on any VVPR or printer requirement. 
• Follow the recent North Carolina example and require a paper ballot in 
some form, a state RFP procedure, and random post election equipment 
and ballot audits to determine the accuracy of the equipment. 
• Require an accessible VVPR for use with DRE equipment or require 
VVPR for DREs and other accessible alternatives for the disabled  
community in each precinct. 
• Utilize redundant testing procedures for DREs and voting equipment in 
an open process, provide adequate training for election workers and 
voters, and provide more stringent security for all equipment as possible 
alternatives to a VVPR requirement. 
• Require paper ballots for recount purposes. 

 
 Two local elections officials cautioned that there were significant costs in 

enacting a VVPR requirement for the certified DRE equipment already in use in 
many localities. One suggested that any VVPR requirement should be (i) 
preceded by a pilot program run in actual precincts to document the costs and 
logistics of VVPR, (ii) enacted to provide for random testing and require VVPR 
printers for only a percentage of DREs, and (iii) delayed until manufacturers 
develop better VVPR equipment and the Election Assistance Commission 
develops standards for such equipment. 

 
 Two speakers addressed concerns of the disabled community and the need to 

continue to improve the accessibility of voting equipment and to assure that any 
requirement for a VVPR be proven to be accessible for visually and physically 
disabled voters. Voting equipment should meet Election Assistance Commission 
standards and be subject to continuing quality assurance review. 

 
 A representative of Ferey International, Inc., demonstrated their voter verified 

ballot printer which they offer as compatible with any certified DRE equipment. 
This printer is relatively small, costs between $800 and $1,000 per unit, and 
produces a paper ballot (shown behind a window in the printer) that the voter 
reviews before casting his ballot. The voter can cancel that ballot and it is marked 
void. The voter can then cast a corrected ballot. The paper ballot is then cut and 
dropped into a secure ballot box so that the ballots are mixed and not retained in 
the order in which voted. 
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Presentation on Electronic Pollbooks 
 

 Dave Andrews, General Registrar, Williamsburg, gave a presentation on the use 
of electronic pollbooks (EPBs) that they tested in two precincts in the June 14 primary 
elections. He cited the benefits to voters in the shorter time needed to find a voter's name, 
the avoidance of split pollbooks with long lines for some voters (A to M) and not others 
(N to Z), and the ability to find a voter's proper precinct on the EPB database. He also 
cited paper and storage cost savings and the advantage of producing almost immediate 
reports on voter participation for media, parties, and candidates compared to the months 
now required for the reports to be produced from the current paper pollbook system. 
 
Expert Panel Discussion on Security  
 
 The Chairman thanked all the participants, and the meeting continued with expert 
panel discussion. 
 
 Dr. Dan Wallach, Associate Professor, Rice University Department of Computer 
Sciences, and manager, Rice University computer security lab, spoke first and noted that 
computer-driven voting equipment can fail just as any computer can fail, so a back-up 
paper ballot is essential as a check. On the issue of paperless versus paper, he views the 
paper as a valid back-up for computers and as a check against tampering. He 
recommended more stringent and independent testing for DRE and other voting 
equipment including any product that produces a paper record. There should be 
"penetration" and full "simulation" testing so that the equipment is tested against possible 
failures and hackers. There is a culture problem that relies on manufacturers and routine 
testing. Any cost analysis should take into account the costs of machine failure and new 
elections required as a result of failures. He cautioned against both internet voting and 
transfers of machine vote totals by internet. At this point he would recommend precinct 
based optical scan equipment. 
 
 Justin Moore, sixth-year Ph.D. student, Duke University, and member of Duke 
Internet Systems and Storage Group, addressed three issues. First, on costs, in North 
Carolina a voter group reported that the cost per voter for optical scan equipment is $3.50 
and for DRE equipment is $5.50. Second, the standards now in place for voting 
equipment are too lax in permitting failures of certifiable equipment and we should be 
more stringent in testing equipment software. Third, we need to audit elections and a 
paper trail to facilitate audits. There is a need to detect failures. He recommended that 
Virginia use optical scan equipment with the AutoMark touch screen and paper ballot for 
accessibility. 
 
 Paco Hope, senior software security consultant, Cigital, Inc. described the security 
issues and procedures involved in the gaming industry as a point of comparison for 
computer-driven voting equipment. Casino slot machines are touch screens that print a 
verifiable paper receipt and are designed to be easily used. Casino regulators in the states 
have the source codes for the machine software and conduct simulation tests to assure 
that the machines pay off at the stated percentage. The gaming equipment is subject to 
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continuous physical protection and observation. This is not possible for voting equipment 
that must be operated to guarantee voter privacy. Gambling is a billion dollar business 
that can afford extensive testing and verification of computer software, but this is not the 
case for election equipment. 
 
 Hugh Gallagher, managing director, Election Systems Acquisition &  
Management Services, questioned assertions that current systems can be tampered with 
and cited lack of proof of any incidents of tampering. He described Virginia's security 
policies that have been updated and are being applied at the local level. There is no 
internet connection to the voting equipment that would permit hacking into the voting 
process. Regarding the transmission of voting data, current encryption procedures are 
adequate. If a VVPR is considered, go slowly to assure that it is workable and cost 
effective. He stressed the need for adequate training for elections officials to prevent 
human errors and reinforce security procedures. 
 
 Dr. Hratch Semerjian, Deputy Director of the National Institute for Standards and 
Technology (NIST), described NIST's role in the development of the Voluntary Voting 
System Guidelines (VVSG) with the Technical Guidelines Development Committee 
(TGDC) to assist the Election Assistance Commission (EAC) meet its responsibilities  
under HAVA. The TGDC submitted its draft VVSG to the EAC which has reviewed and  
modified them  and published them for public comment on June 29. The public comment  
period ends September 30, 2005, and then the EAC will review and revise the VVSG and  
release them later in the fall. This first phase addresses the most pressing issues, but the  
NIST and TGDC work continues. They have another committee meeting at the end of 
September to begin the next phase. They will be looking at other issues such as security 
and dual verification and will set priorities at their September meeting. Their initial effort 
was designed to make critically needed changes to the existing 2002 federal standards, 
and the next phase will take a look the standards as a whole.1 
 
Draft Recommendations 
 
 Members were given a staff outline for the subcommittee's report and a proposal 
for consideration provided by Cameron Quinn. The Chairman asked members and the 
public to send proposals for review to staff for circulation to the subcommittee as a 
means to prepare for the subcommittee's next meeting on November 21, 2005, at 1:00 
p.m. in House Room C of the General Assembly Building. The Chairman thanked the 
panel participants and Dr. Semerjian for their time and contributions, and the meeting 
adjourned. 
 
 
 
 
                                                 
1 The EAC adopted the VVSG on December 13, 2005, to be effective December 2007, and has made them 
available online at http://www.eac.gov/vvsg_intro.htm  EAC also provides the guidelines in paper or on CD 
by faxing a request to (202) 566-3127 or email to HAVAinfo@eac.gov 
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November 21, 2005 
 
Presentation on Universal Verification Technology 
 
 The Chairman called the meeting to order and introduced Bryan Finney of 
VoteHere Inc. to describe their company's Sentinal product, a universal verification 
product. Sentinal is an independent elections validation device that sits by a voting 
system and creates a record of how votes are recorded. He noted that the device has not 
been certified and that NIST is now drafting standards. The cost of this device will be 
approximately $500 in comparison to the $800 to $1200 cost of other VVPR units now 
available. He recommended that the subcommittee call for accuracy tests of "paper trail" 
counts and of universal verification technology before mandating a particular voter 
verified paper solution. 
 
 
State Board of Elections Report on HAVA Compliance 
 
 Jean Jensen, Secretary of the State Board of Elections, distributed information 
listing the voting systems certified for use in Virginia and showing the status of voting 
equipment purchases and distribution of HAVA funding with $25,597,686 of 
$29,941,318 spent to date. Of the 90 localities that were required to replace punch card or 
lever voting systems, 87 purchased DRE equipment and 3 (Chesterfield, Gloucester, and 
Hanover) purchased optical scan equipment. Forty of the 44 localities required to 
purchase one DRE per precinct to meet HAVA accessibility requirements have made 
those purchases. 
 
 She noted that only two VVPR systems (Diebold and Sequoia) have been certified 
nationally and that no applications for certification of such equipment have been filed in 
Virginia to date. She cautioned that a balanced approach involves improved security, 
training, and recruitment of elections personnel and that equipment technology is 
evolving, making it inadvisable to mandate the use of VVPR equipment at this time.  
 
Possible Recommendations 
 
 The Chairman distributed a list of possible recommendations to serve as an 
outline for subcommittee discussion and guide for the subcommittee's use in reviewing 
possible recommendations. Subcommittee members agreed to exchange e-mails to add to 
the outline and provide information in preparation for their next meeting when they will 
take action on their recommendations.  
 
January 5, 2006 
 
 At its fourth and final meeting, the subcommittee concluded its work, and 
finalized its recommendations to the 2006 session. 
 
 



 13

Submissions from the Public 
 
 Chairman Hugo opened the meeting by thanking the members of the public who 
had made written submissions following the subcommittee's November 21, 2005, 
meeting.  The following statements were submitted and are attached as Appendix C to 
this report:   
 
 
1. Model Legislation 
 Virginia Verified Voting 
 Submitted by Alex Blakemore 11/23/05 
 
2. Counting Mark-Sense Ballots 
 Douglas W. Jones 
 Submitted by Maggie Luca 11/23/05  
 
3. Statement of Views 
 Submitted by Joyce Braithwaite, Committee Member, 12/02/05 
 
4. Statement of Views 
 Libertarian Party  
 Submitted by Steve Damerell 12/28/05 
 
5. Statement of Views 
 Virginia Electoral Board Association 
 Submitted by Arelia S. Langhorne, President, 1/3/06 
 
6. Statement of Views 
 Edward A. O'Neal, Chairman, Norfolk Electoral Board 
 Submitted  1/4/06 
 
 
Recount of Election for Attorney General 
 
 The subcommittee heard a presentation from Jean Jensen, Secretary of the State 
Board of Elections about the pending recount proceedings.  She reported that the process 
had gone smoothly under the direction of Chief Judge Markow of the City of Richmond 
Circuit Court.  She stated that the process had disclosed human errors and a difference in 
votes of about 360.  She also noted that the Court had declined to order rerunning of 
optical scan ballots.  She agreed to work with counsel to assure that the House and Senate 
Privileges and Elections Committees would have the benefit of this experience in 
considering legislation dealing with recount procedures.  Chairman Hugo expressed 
appreciation to the Secretary and the State Board of Elections for its help in connection 
with the subcommittee's deliberations. 
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Consideration of Proposed Recommendations 
 
 Before inviting the subcommittee members to present their views, Chairman 
Hugo asked counsel to review the subcommittee voting procedures and the votes required 
to approve or defeat the proposals set forth in the Chairman's Suggested List of Items for 
Subcommittee Review and Action included in Appendix C to this report.  Counsel noted 
that the Subcommittee's report would reflect actions agreed to by a majority.  
 
 Cameron Quinn, Subcommittee Member, elaborated on written remarks presented 
to the subcommittee that are included in Appendix C.  She noted that the addition of 
capacity to direct response electronic ("DRE") voting equipment to create a voter-verified 
permanent records ("VVPR") is new and controversial.  She recommended making this 
capacity optional.  The subcommittee agreed to incorporate her recommendations into the 
Chairman's list.  
 
 Senator Whipple observed that Virginia has a secure voting system staffed by 
competent people.  She acknowledged people are accustomed to receipts, but 
recommended a pilot project to allow Virginia time to test VVPR capacity. 
 
 Secretary Jensen reported that of the six vendors providing DRE equipment, only 
two have VVPR capacity.  She stated that there are not yet final standards on certifying 
equipment nationally and that adding VVPR requirements at the state level is premature 
and likely could not be done in time for the November 2006 elections. 
 
 Maggie Lucca, Subcommittee member, elaborated on a written statement 
submitted to the subcommittee included in Appendix C.  She stated that Fairfax County 
has experienced problems with recounts and that election officials have been legally 
unable to count paper ballots under rulings by a judge and the Attorney General.  She 
expressed support for a pilot project and her willingness to continue providing input. 
 
 Jeremy Epstein, Subcommittee member, suggested that the subcommittee 
consider combining all three of the ballot reliability measures set forth in the Chairman's 
list:  VVPR, random audits and mandatory audits of selected precincts using optical scan 
ballots.    
 
 Members of the subcommittee debated whether a problem of voter confidence 
supports consideration of VVPR technology.  Michael Brown stated that he has seen no 
problem with voter confidence or problems with Virginia voting equipment.  Judith A. 
Stokes concurred that in the recent recount proceedings only one person questioned the 
DRE's and were satisfied with the response.  In contrast, Jeremy Epstein and David 
Evans both saw a problem with voter confidence based on their experience.  Maggie 
Luca agreed there was no problem of voter confidence but suggested contacting local 
electoral board and governing bodies.  Secretary Jensen recommended further study, 
particularly to continue receiving updates on new technologies.  She noted that standards 
for the VVPR technology will not be available until January 2007 for November 2007.  
She stated that two vendors offer this addition to DRE's that could optimally be tested in 
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localities using DRE equipment to evaluate the six different voting methods currently 
being used.  
  
 Ms. Luca recommended a pilot project on electronic pollbooks rather than 
prohibiting them.  Mr. Brown recommended against eliminating wireless capacity on 
voting equipment because its use is limited to setting up equipment and the 
communication capacity is disabled and not used during elections.  Ms. Quinn concurred 
she was aware of no security risk.  She suggested allowing the State Board to design the 
equipment to be tested in the pilot. 
 
 The joint subcommittee reviewed various specific proposals for possible approval 
and to present as recommendations to the General Assembly.   
 

 The subcommittee approved a specific recommendation that the State Board of 
Elections design and implement a pilot program to test the use of DRE equipment 
with VVPR equipment, to take into account the concerns of the subcommittee as 
shown in its final report, and to report its progress and findings to the Committees 
on Privileges and Elections. 

 
 The subcommittee reviewed a compromise paper presented by Cameron Quinn 

that would take a variety of steps to test and audit DRE and VVPR equipment 
prior to any mandate to provide VVPR capabilities with DREs.  It approved the 
paper for consideration by the State Board of Elections in its design of the pilot 
program. 

 
 The subcommittee reviewed the Chairman's Suggested List of Items which he 

presented to reflect the public's, computer community's, and many legislators' 
concerns with the safety and security of DRE equipment absent a VVPR.  It 
approved the List for consideration by the State Board of Elections in its design of 
the pilot program. 

 
 The subcommittee agreed that a central feature of its recommendations to the 
General Assembly should be a pilot project to test the VVPR technology with a 
supporting budget amendment.   The subcommittee recommended that any legislation to 
implement proposals requiring a VVPR should take effect 1/1/09.  The subcommittee 
also agreed that the legislator members could also propose legislation.   
 

III. ACTIONS TAKEN ON SUBCOMMITTEE'S 
RECOMMENDATIONS AT 2006 SESSION 

 Companion bills, HB 1243 and SB 272, were introduced to immediately enable 
the State Board of Elections to design and implement a pilot program to test the use of 
DRE equipment with the addition of VVPR capacity and to begin audits of DREs and 
electronic counting devices for optical scan ballots, taking into account the 
subcommittee's concerns about voter confidence and the security of wireless 
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communications features.  These bills were continued to 2007 by the House Committee 
on Appropriations for study by the Subcommittee on General Government and 
Technology.  Pursuant to Va. Code § 30-85, the General Assembly has requested that the 
Joint Commission on Technology and Science consider the proposed pilot in order that a 
recommendation about funding can be made to the 2007 Session.  The estimated cost of 
adding the VVPR capacity is $1,200 per DRE machine.  Most Virginia localities use 
DRE machines and about 9,400 units are in operation statewide according to the 
information available on the State Board's official website on the Internet  
(http://www.sbe.virginia.gov/cms/Election_Information/Voting_Systems_Ballots/Index.asp) as of 
May 15, 2006. 
 
 HB 1243 and another companion bill, SB 424, were introduced to effect broader, 
more permanent changes relating to electronic pollbooks, voting machine security, audits 
and recount procedures.  HB 1243 provided that these broader changes would not take 
effect until January 1, 2009.  SB 424 was continued to 2007 by the Senate Committee on 
Privileges and Elections.   
 

IV. CONCLUSION 

 The subcommittee heard extensive testimony and received numerous reports 
about recent developments in voting machine technology and security.  Some of these 
reports are included in Appendix C to this Report.  Because of the developing nature of 
the computer technology involved and the lack of any national certification standards for 
equipment producing voter verified paper records, the subcommittee's chief 
recommendation was to enable the State Board of Elections to design a pilot project to 
test the feasibility of adding voter verified paper record (VVPR) capacity to existing 
direct electronic recording (DRE) voting machines.  This legislation in turn was 
continued to 2007 to allow study by the General Government and Technology 
Subcommittee of the House Committee on Appropriations.  Pursuant to Va. Code § 30-
85, the General Assembly has requested the Joint Commission on Technology and 
Science to consider the proposed pilot in order that a recommendation about funding can 
be made to the 2007 Session. 
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Appendix A 
 

SENATE JOINT RESOLUTION NO. 371  
 
Increasing the membership of the Joint Subcommittee to Study the Certification Process 
for Voting Equipment and Matters Related to the Performance and Proper Deployment of 
Voting Equipment to include two members with computer security expertise.  

WHEREAS, House Joint Resolution No. 174 (2004) established the Joint Subcommittee 
to Study the Certification Process for Voting Equipment and Matters Related to the 
Performance and Proper Deployment of Voting Equipment; and 

WHEREAS, the current membership of the joint subcommittee consists of 11 members 
as follows: four members of the House of Delegates to be appointed by the Speaker of the 
House of Delegates in accordance with the principles of proportional representation 
contained in the Rules of the House of Delegates; two members of the Senate to be 
appointed by the Senate Committee on Rules; three nonlegislative members to be 
appointed by the Speaker of the House of Delegates upon consideration of the 
recommendation, if any, of each of the following: the state Republican Party, the state 
Democratic Party and the Virginia Association of Electoral Boards; and two 
nonlegislative members with computer expertise to be appointed by the Senate 
Committee on Rules upon consideration of the recommendation, if any, of the Chief 
Information Officer of the Virginia Information Technologies Agency; and  

WHEREAS, the current composition of the joint subcommittee does not include any 
members with expertise in software engineering and computer security; and 

WHEREAS, an understanding of software engineering and computer security is critical 
for analyzing the issues central to the debate about the ability of electronic voting 
machines to provide reliable and secure elections; now, therefore, be it 

RESOLVED by the Senate, the House of Delegates concurring, That the membership of 
the Joint Subcommittee to Study the Certification Process for Voting Equipment and 
Matters Related to the Performance and Proper Deployment of Voting Equipment be 
increased to include two members with computer security expertise. The current 
membership shall be increased by adding two additional nonlegislative citizen members 
as follows: one nonlegislative citizen member with computer security expertise as 
defined by this resolution to be appointed by the Senate Committee on Rules upon 
consideration of the recommendation, if any, of the Chief Information Officer of the 
Virginia Information Technologies Agency; and one nonlegislative citizen member with 
computer security expertise as defined by this resolution to be appointed by the Speaker 
of the House of Delegates upon the recommendation, if any, of the Chief Information 
Officer of the Virginia Information Technologies Agency. The additional nonlegislative 
citizen members shall be nonvoting members of the joint subcommittee.  
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For purposes of this resolution, "computer security expertise" means having (i) an 
undergraduate degree in computer science or a closely related engineering discipline, but 
preferably a graduate degree in computer science or a closely related engineering 
discipline, and (ii) 15 years or more of professional experience either developing 
software or specializing in computer security, or at least five years academic experience 
as a faculty member  specializing in computer science, software engineering, or computer 
security at an institution of higher learning in the Commonwealth.   

The additional direct costs of this study shall not exceed $800.  
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Appendix B 
 

Recommended Legislation to the 2006 Session 
 
 

HOUSE BILL NO. 1243  
 
A BILL to amend and reenact §§ 24.2-611, 24.2-629, and 24.2-802 of the Code of 
Virginia and to amend the Code of Virginia by adding sections numbered 24.2-625.2, 
24.2-625.3, 24.2-631.1, and 24.2-671.1, relating to election procedures; pollbooks, voting 
equipment requirements and audits, and recount procedures; and pilot program.  
 

Be it enacted by the General Assembly of Virginia: 

1.  That §§ 24.2-611, 24.2-629, and 24.2-802 of the Code of Virginia are amended and 
reenacted and that the Code of Virginia is amended by adding sections numbered 24.2-
625.2, 24.2-625.3, 24.2-631.1, and 24.2-671.1, as follows: 

§ 24.2-611. Form and signing of pollbooks; records of persons voting; electronic 
pollbooks.  

A. The following oath shall be on a form prescribed by the State Board, administered to 
all officers of election, and kept by the officers of election with the pollbook:  

"I do solemnly swear (or affirm) that I will perform the duties for this election according 
to law and the best of my ability, and that I will studiously endeavor to prevent fraud, 
deceit, and abuse in conducting this election."  

The oath shall be administered to each officer of election by the general registrar, a 
member of the electoral board, or an officer of election designated by the general 
registrar and secretary of the electoral board, who shall be so identified on the form. The 
oath shall be signed by each officer of election and the person administering the oath. The 
pollbook shall be marked to identify the election for which it is used.  

B. The State Board shall provide the pollbook pursuant to subdivision A 7 of § 24.2-404. 
The pollbook shall (i) provide a space for the officer of election to record the name and 
consecutive number of the voter at the time he offers to vote and (ii) be retained in 
accordance with the provisions governing pollbooks in this title. If the pollbook is 
provided in printed form, the State Board shall provide a numerical check sheet to be 
used to determine the consecutive number to be recorded with the name of the voter by 
the officer of election. If the pollbook is provided in electronic form, the consecutive 
number shall be entered automatically when the officer of election records that the voter 
has voted. If the pollbook is provided in electronic form, it shall provide a paper copy 
record of the names of the voters and their associated identifying information on a 
contemporaneous and continuous basis as the voters are recorded. The election officers 
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shall verify that the name printed on the paper copy record matches the voter's name on 
the electronic pollbook. When the name and number of the last qualified voter have been 
entered on the pollbook, the officer of election responsible for that pollbook shall sign a 
statement on the check sheet, or on a separate form if an electronic pollbook is used, 
certifying the number of qualified registrants who have voted. The State Board shall 
provide instructions to the local electoral boards, general registrars, and officers of 
election for the conduct of the election and for procedures for entering a voting record for 
each voter and recording each voter's name, including voters unable to enter the polling 
place, and for verifying the accurate entry of the voting record for each registrant on the 
Virginia Voter Registration System.  

C. The State Board shall incorporate safeguards to assure that the records of the election, 
including the pollbook, voter count sheets, or other alternative records, will provide 
promptly an accurate and secure record of those who have voted. The State Board may 
provide for the pollbook to be in a paper format or in an electronic format if funds are 
appropriated to cover the costs associated with the provision of a pollbook in an 
electronic format. The State Board shall be authorized to conduct pilot programs in one 
or more localities, with the consent of the electoral board of the locality, to test the use of 
an electronic pollbook in one or more precincts, notwithstanding any other provision of 
law to the contrary.  

D. Within 10 days after the election, the local electoral board shall meet publicly to 
initiate an audit of at least 5% of the precincts that used electronic pollbooks and shall 
select the precincts by a drawing or other random method. The local electoral board 
shall compare the paper record produced by the electronic pollbook in the audited 
precincts with the official list of qualified voters for the selected precinct. Audits shall be 
conducted in public, and candidates and political parties shall be invited to provide 
observers. 

§ 24.2-625.2. Voting equipment; prohibition on wireless communications. 

No direct recorded electronic voting machine, optical ballot tabulator, or other 
equipment used to enter or count votes shall have any form of wireless or power cable 
based electronic communication capability. Any device that is manufactured with a 
wireless or power cable based communication capability shall have that feature 
permanently and physically disabled before it may be used in any election. It shall not be 
sufficient to temporarily disable a wireless communication capability by a software 
configuration whether or not a cardkey is used to effect the disabling. 

Wireless communications features include, but are not limited to, radio frequency and 
infrared ports.  Power cable based communication includes, but is not limited to, devices 
that allow electronic communications to be made over power cables.  Permanent 
physical disabling can be accomplished by cutting the wires that support the feature or 
by removing the hardware circuits or ports.  

§ 24.2-625.3. Review of source code for software used in voting equipment. 
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No direct recorded electronic voting machine, optical ballot tabulator, or other 
equipment used to enter or count votes shall be certified for use in elections unless the 
vendor supplies in escrow with the State Board the source code for any software used to 
program the particular equipment for which certification is requested. The Board shall 
appoint technical experts with software engineering and computer security credentials 
and expertise to examine the source code and report to the Board prior to certification 
whether the software is likely to perform correctly and has appropriate security 
safeguards. The Board shall ensure that the technical experts have at least 30 days for 
the source code review and to report their findings. The Board shall consider the 
software review reports before certifying all voting systems and shall have authority to 
deny certification of systems that receive negative reviews.  The Board shall make such 
reports available to the public. The Board shall also make the source code available, if 
requested by any state political party chairman, for review by a committee of no more 
than three technical experts selected by the political party. 

The Board may require that any technical experts that review vendor source codes agree 
to refrain from making the source code available to third parties, but such agreements 
shall not prohibit the technical experts from making a public report describing the 
engineering quality, accuracy, and security aspects of the software reviewed. 

The Board shall use the best technical means possible to ensure that the software 
provided by a vendor is exactly the same as the software that is installed upon the voting 
equipment being certified.  Such means may include comparing checksums or digital 
signatures of the software installed on all voting machines with those produced by the 
binary image of the version of the software that was reviewed.  

§ 24.2-629. Authorized use of electronic systems and ballots.  

A. Any person, firm, or corporation hereinafter referred to as the "vendor," 
manufacturing, owning, or offering for sale any electronic voting or counting system and 
ballots designed to be used with such equipment may apply to the State Board, in the 
manner prescribed by the Board, to have examined a production model of such 
equipment and the ballots used with it. The Board may require the vendor to pay a 
reasonable application fee when he files his request for testing or certification of new or 
upgraded voting equipment. Receipts from such fees shall be credited to the Board for 
reimbursement of testing and certification expenses. In addition to any other materials 
that may be required, a current statement of the financial status of the vendor, including 
any assets and liabilities, shall be filed with the Board; if the vendor is not the 
manufacturer of the equipment for which application is made, such a statement shall also 
be filed for the manufacturer. These statements shall be exempt from the provisions of 
the Virginia Freedom of Information Act (§ 2.2-3700 et seq.). The Board shall also 
require, at a site of its choosing, a demonstration of such system and ballots and may 
require that a production model of the system and a supply of ballots be provided to the 
Board for testing purposes.  
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B. The provisions of this title pertaining to mechanical voting devices and ballots shall be 
deemed applicable to such equipment and ballots provided that (i) the counting 
equipment used with punchcard or mark sense ballots shall not be required to prevent a 
voter from voting for a greater number of candidates than he is lawfully entitled to; (ii) 
the provisions of this title pertaining to ballot squares shall not be applicable to punchcard 
or mark sense ballots; and (iii) any system approved pursuant to this title shall segregate 
ballots containing write-in votes from all others; and (iv) any direct recorded electronic 
(DRE) voting device shall be equipped to provide a paper copy record of the votes cast 
on a contemporaneous and continuous basis as the votes are cast and accumulated on the 
device.  

Any direct electronic voting device shall generate a complete paper record showing all 
votes cast by each voter that is visually verifiable by the voter before his vote is cast and 
he leaves the device. The paper record shall be in a format that protects voter privacy 
and is practical for supporting audits and recounts. 

In the case of a discrepancy between the paper and electronic totals, the paper record 
shall take precedence in a recount unless the court finds clear and convincing evidence 
that there is reason to do otherwise. 

Every electronic voting system shall ensure voting in absolute secrecy, and systems 
requiring the voter to vote a ballot that is inserted in an electronic counting device shall 
provide for secrecy of the ballot and a method to conceal the voted ballot. Systems 
requiring the voter to vote a ballot that is inserted in an electronic counting device shall 
report, if possible, the number of ballots on which a voter voted for a lesser number of 
candidates for an office than the number he was lawfully entitled to vote and the number 
of ballots on which a voter voted for a greater number of candidates than the number he 
was lawfully entitled to vote. Electronic voting devices shall be programmable, if 
possible, to allow such undervoted and overvoted ballots to be separated when necessary.  

B1. The system shall provide the voter with an opportunity to correct any error before a 
permanent record is preserved.  

C. After its examination of the equipment, ballots, and other materials submitted by the 
vendors, the Board shall prepare and file in its office a report of its finding as to (i) the 
apparent capability of such equipment to accurately count, register, and report votes; (ii) 
whether the system can be conveniently used without undue confusion to the voter; (iii) 
its accessibility to voters with disabilities; (iv) whether the system can be safely used 
without undue potential for fraud; (v) the ease of its operation and transportation by 
voting equipment custodians and officers of election; (vi) the financial stability of the 
vendor and manufacturer; (vii) whether the system meets the requirements of this title; 
(viii) whether the system meets federal requirements; and (ix) whether, in the opinion of 
the Board, the potential for approval of such system is such as to justify further 
examination and testing.  
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D. If the Board determines that there is such potential and prior to its final determination 
as to approval or disapproval of such system, the Board shall obtain a report by an 
independent electronics or engineering consultant as to (i) whether the system accurately 
counts, registers, and reports votes; (ii) whether it is capable of storing and retaining 
existing votes in a permanent memory in the event of power failure during and after the 
election; (iii) the number of separate memory capabilities for the storage of recorded 
votes; (iv) its mechanical and electronic perfections and imperfections; (v) the audit trail 
provided by the system; (vi) the anticipated frequency of repair; (vii) the ease of repair; 
(viii) the anticipated life of the equipment; (ix) its potential for fraudulent use; (x) its 
accessibility to voters with disabilities; (xi) the ease of its programming, transportation, 
and operation by voting equipment custodians and officers of election; and (xii) any other 
matters deemed necessary by the Board. Failure by an applicant to cooperate with the 
consultant by furnishing information and production equipment and ballots requested 
shall be deemed a withdrawal of the application, but nothing in this section shall require 
the disclosure of trade secrets by the applicant. If such trade secrets are essential to the 
proper analysis of the system and are provided for that reason, the consultant shall 
subscribe to an oath subject to the penalty for perjury that he will neither disclose nor 
make use of such information except as necessary for the system analysis. The report of 
the consultant shall be filed in the office of the Board.  

E. If the Board determines that there is potential for approval of the system and prior to 
its final determination, the Board shall also require that the system be tested in an actual 
election in one or more counties or cities. Its use at such election shall be as valid for all 
purposes as if it had been legally approved by the Board and adopted by the counties or 
cities.  

F. If, following testing, the Board approves any electronic system and its ballots for use, 
the Board shall so notify the electoral boards of each county and city. Systems so 
approved may be adopted for use at elections as herein provided. No form of electronic 
system and ballots not so approved shall be adopted by any county or city. Any electronic 
system and ballots approved for use by the Board shall be deemed to meet the 
requirements of this title and any applicable federal laws, and their use in any election 
shall be valid.  

§ 24.2-631.1.   Pilot program to test electronic voting equipment and paper record 
requirements; audits of voting equipment.  

A. The State Board of Elections shall conduct a pilot program to test the use of voter-
verified records of votes on direct recording electronic voting devices (DREs) beginning 
with the November 2006 general election, or as soon thereafter as practicable, and to 
provide for audits of DREs and electronic counting devices for optical scan ballots. 

B.  The Board shall determine the scope and design of the pilot program to accomplish 
the following goals: (i) testing in a reasonable number of precincts throughout the 
Commonwealth that represent a variety of regions and localities, including large and 
small localities and counties and cities; (ii) testing of devices that produce a voter-
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verified record of the votes cast on each type of DRE certified for use in the 
Commonwealth including devices provided by the manufacturer of the certified DREs 
and devices manufactured by other manufacturers that are designed for use with multiple 
types of DREs; (iii) testing of the devices for their accuracy, reliability, practicality, and 
potential for certification under federal and Commonwealth standards; and (iv) testing of 
the ability and potential of the devices to provide audit and recount capabilities. 

C.  In designing the pilot program, the Board shall consider the report of the Joint 
Subcommittee Studying Voting Equipment established pursuant to House Joint 
Resolution 174 (2004) and Senate Joint Resolution 371 (2005) and the Subcommittee's 
concerns with regard to the improvement of voter confidence in the use of DREs and 
electronic counting devices, the security of wireless communications features and 
electronic counting devices, and the desirability of a reliable audit trail for voting 
equipment. 

D.  As part of the pilot program, the Board shall incorporate an audit process to compare 
the results of the DRE-produced vote total and the voter-verified record of votes and 
other appropriate audit features to test the DREs and electronic counting devices. 

E.  The Board shall report to the Chairmen of the House and Senate Committees on 
Privileges and Elections by September 1, 2006, on its design for the pilot program. 

F.  In designing the pilot program, the Board is authorized to include the testing of 
devices on an experimental basis prior to certification of the device.  

§ 24.2-671.1.  Random audits of voter-verified paper records. 

Each electoral board shall publicly conduct a random drawing to select at least five 
percent of the precincts for a postelection manual audit of the voter-verified paper 
records. The audit shall be performed using the same procedures established by the 
Board for conducting hand counts of voter-verified paper records during recounts.  The 
audited precincts shall include all years and models of the election devices producing 
voter-verified paper records, including, but not limited to, DREs and optical scan 
tabulators. The drawing shall not occur until such time as all results have been certified 
and announced publicly, but shall be completed with 48 hours of such certification. Any 
candidate, qualified voter, or political party may petition the electoral board to include 
additional precincts in the audit. Immediately following the random drawing, the local 
Board shall publicly announce the time and location of the audits. Candidates and 
political parties may have representatives observe the audits. 

No election results shall be certified until all audits have been completed.   

If the local board finds that any of the hand counts conducted under this section show a 
discrepancy between the hand count and the initial device tally that totals more than 
0.1% of the vote in the audited precincts, the local board shall conduct audits at such 
additional precincts as it considers appropriate to ensure the accuracy of the results. 
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With respect to votes cast other than at the precinct on the date of the election or votes 
cast by provisional ballot on the date of the election that are certified and counted by the 
electoral board on or after the date of the election, including votes cast by absent 
uniformed services voters and overseas voters under the Uniformed and Overseas 
Citizens Absentee Voting Act, the electoral board shall count by hand the applicable 
voter-verified paper records and compare its count with the machine tally of those votes. 

 If an error is detected with a voting device during the course of an audit, the results 
obtained from hand counting the voter-verified paper records shall form the official 
election results. 

 At the conclusion of each audit, the local board shall announce and publish the results of 
the audit, and shall include in the announcement a comparison of the results of the 
election in the precinct as determined by the local board under the audit and the initial 
tally in the precinct as previously announced by the local board. 

§ 24.2-802. Procedure for recount.  

A. The State Board of Elections shall promulgate standards for (i) the proper handling 
and security of voting and counting devices, ballots, and other materials required for a 
recount, (ii) accurate determination of votes based upon objective evidence and taking 
into account the counting device and form of ballots approved for use in the 
Commonwealth, and (iii) any other matters that will promote a timely and accurate 
resolution of the recount. The chief judge of the circuit court or the full recount court 
may, consistent with State Board of Elections standards, resolve disputes over the 
application of the standards and direct all other appropriate measures to ensure the proper 
conduct of the recount.  

The recount procedures to be followed throughout the election district shall be as uniform 
as practicable, taking into account the types of ballots and voting devices in use in the 
election district.  

B. Within seven calendar days of the filing of the petition for a recount of any election 
other than an election for presidential electors, or within five calendar days of the filing 
of a petition for a recount of an election for presidential electors, the chief judge of the 
circuit court shall call a preliminary hearing at which (i) motions may be disposed of and 
(ii) the rules of procedure may be fixed, both subject to review by the full court. As part 
of the preliminary hearing, the chief judge may permit the petitioner and his counsel, 
together with each other party and his counsel and at least two members of the electoral 
board and the custodians, to examine any mechanical or direct electronic voting device of 
the type that prints returns when the print-out sheets are not clearly legible. The petitioner 
and his counsel and each other party and their counsel under supervision of the electoral 
board and its agents shall also have access to pollbooks and other materials used in the 
election for examination purposes, provided that individual ballots cast in the election 
shall not be examined at the preliminary hearing. The chief judge during the preliminary 
hearing shall review all security measures taken for all ballots and voting devices and 
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direct, as he deems necessary, all appropriate measures to ensure proper security to 
conduct the recount.  

The chief judge, subject to review by the full court, may set the place or places for the 
recount and may order the delivery of election materials to a central location and the 
transportation of voting devices to a central location in each county or city under 
appropriate safeguards.  

After the full court is appointed under § 24.2-801 or § 24.2-801.1, it shall call a hearing at 
which all motions shall be disposed of and the rules of procedure shall be fixed finally. 
The court shall call for the advice and cooperation of the State Board or any local 
electoral board, as appropriate, and such boards shall have the duty and authority to assist 
the court. The court shall fix procedures that shall provide for the accurate determination 
of votes in the election.  

The determination of the votes in a recount shall be based on votes cast in the election 
and shall not take into account (i) any absentee ballots or provisional ballots sought to be 
cast but ruled invalid and not cast in the election, (ii) ballots cast only for administrative 
or test purposes and voided by the officers of election, or (iii) ballots spoiled by a voter 
and replaced with a new ballot.  

The eligibility of any voter to have voted shall not be an issue in a recount. Commencing 
upon the filing of the recount, nothing shall prevent the discovery or disclosure of any 
evidence that could be used pursuant to § 24.2-803 in contesting the results of an election.  

C. The court shall permit each candidate, or petitioner and governing body or chief 
executive officer, to select an equal number of the officers of election to be recount 
officials and to count ballots, or in the case of mechanical or direct electronic voting 
devices to redetermine the vote. The number shall be fixed by the court and be sufficient 
to conduct the recount within a reasonable period. The court may permit each party to the 
recount to submit a list of alternate officials in the number the court directs. There shall 
be at least one team of recount officials to recount paper ballots and to redetermine the 
vote cast on mechanical or direct electronic devices of the type that prints returns for the 
election district at large in which the recount is being held. There shall be at least one 
team from each locality in the election district to redetermine the vote on other types of 
mechanical voting devices. There shall be at least one team from each locality using 
electronic counting devices to insert the ballots into one or more counting devices. The 
counting devices shall be programmed to count only votes cast for parties to the recount 
or for or against the question in a referendum recount. Each team shall be composed of 
one representative of each party.  

The court may provide that if, at the time of the recount, any recount official fails to 
appear, the remaining recount officials present shall appoint substitute recount officials 
who shall possess the same qualifications as the recount officials for whom they 
substitute. The court may select pairs of recount coordinators to serve for each county or 
city in the election district who shall be members of the county or city electoral board and 
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represent different political parties. The court shall have authority to summon such 
officials and coordinators. On request of a party to the recount, the court shall allow each 
party to appoint one representative observer for each team of recount officials. The 
expenses of its representatives shall be borne by each party.  

D. The court (i) shall supervise the recount and (ii) may require delivery of any or all 
pollbooks used and any or all ballots cast at the election, or may assume supervision 
thereof through the recount coordinators and officials.  

The redetermination of the vote in a recount shall be conducted as follows:  

1. For paper ballots, the recount officials shall hand count the ballots using the standards 
promulgated by the State Board pursuant to subsection A.  

2. For mechanical lever machines without printouts, the recount officials shall open the 
machines and read the counters.  

3. For mechanical lever machines with printouts and any direct recording electronic 
machines (DREs) that did not produce a voter-verified paper record, the recount officials 
shall open the envelopes with the printouts and read the results from the printouts. If the 
printout is not clear, or on the request of the court, the recount officials shall rerun the 
printout from the machine or examine the counters as appropriate.  

4. For optical scan tabulators and DREs designed to produce a voter-verified paper 
record, the recount officials shall first examine the printout to redetermine the vote. Only 
randomly select at least five percent of the precincts, beyond any precincts audited 
during the normal certification process, for a manual audit to determine the accuracy of 
the voting equipment.  (i) For the audited precincts, the recount officials shall count the 
votes for the office or issue in question in the recount by hand using the standards 
promulgated by the State Board pursuant to subsection A.  (ii) If the totals found in the 
hand recount do not match the totals reported by the tabulators or DREs in the audited 
precincts within the more stringent tolerance of either 0.1% of the totals reported in the 
hand recount or the margin of victory in the audited precincts reported prior to the 
recount, then the recount officials shall count the votes by hand in the remaining 
precincts using the same standards promulgated by the State Board. In that case, the 
State Board shall also conduct an investigation into the reasons for the discrepancies and 
prepare a report for the public. (iii) If the totals found in the hand recount of the audited 
precincts match the totals reported by the tabulators or DREs within the tolerances 
specified in clause (ii), then the recount officials shall rely upon the tabulator or DRE 
results for the remaining precincts.  In those remaining precincts, only if the printout is 
not clear, or on the request of the court, the recount officials shall rerun all the ballots 
through a tabulator programmed to count only the votes for the office or issue in question 
in the recount and to set aside all ballots containing write-in votes, overvotes, and 
undervotes. The ballots that are set aside and any ballots not accepted by the tabulator 
shall be hand counted using the standards promulgated by the State Board pursuant to 
subsection A.  
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5. For punchcard tabulators, the recount officials shall first examine the printout to 
redetermine the vote. Only if the printout is not clear, or on the request of the court, the 
recount officials shall rerun all the ballots through a tabulator programmed to count only 
the votes for the office or issue in question in the recount and to set aside all ballots 
containing write-in votes and, if possible, overvotes and undervotes. The ballots that are 
set aside and any ballots not accepted by the tabulator shall be hand counted using the 
standards promulgated by the State Board pursuant to subsection A and the standards set 
forth in this subdivision. The following standards shall apply in determining whether a 
ballot has been properly voted and should be counted. A chad is the small piece of a 
punch card ballot that, when removed by the voter in the voting process, leaves a hole 
that is recognizable by a ballot tabulator. A ballot on which the chad indicating the 
selection of a candidate or position on an issue is broken or separated from the card at 
two or more corners shall be deemed a vote and counted; a chad on which only one 
corner is broken or separated from the card shall not be considered a vote. No other 
depression, dimple, or other mark on the ballot shall be counted as a vote. On any ballot 
on which two or more corners of the chad indicating the selection of a candidate or 
position have been broken or separated from the card and the voter has also cast a vote 
for another candidate for the same office or position on the same issue, the partially 
punched chad also shall be deemed a vote and, if the voter has cast more votes than the 
number for which he was lawfully entitled to vote, the ballot shall be deemed an overvote 
and shall not be counted with respect to that office or issue.  

There shall be only one redetermination of the vote in each precinct.  

At the conclusion of the recount of each precinct, the recount officials shall write down 
the number of valid ballots cast, this number being obtained from the ballots cast in the 
precinct, or from the ballots cast as shown on the statement of results if the ballots cannot 
be found, for each of the two candidates or for and against the question. They shall 
submit the ballots or the statement of results used, as to the validity of which questions 
exist, to the court. The written statement of any one recount official challenging a ballot 
shall be sufficient to require its submission to the court. If, on all mechanical or direct 
electronic voting devices, the number of persons voting in the election, or the number of 
votes cast for the office or on the question, totals more than the number of names on the 
pollbooks of persons voting on the devices, the figures recorded by the devices shall be 
accepted as correct.  

At the conclusion of the recount of all precincts, after allowing the parties to inspect the 
questioned ballots, and after hearing arguments, the court shall rule on the validity of all 
questioned ballots and votes. After determining all matters pertaining to the recount and 
redetermination of the vote as raised by the parties, the court shall certify to the State 
Board and the electoral board or boards (a) the vote for each party to the recount and 
declare the person who received the higher number of votes to be nominated or elected, 
as appropriate, or (b) the votes for and against the question and declare the outcome of 
the referendum.  



 30

E. Costs of the recount shall be assessed against the counties and cities comprising the 
election district when (i) the candidate petitioning for the recount is declared the winner; 
(ii) the petitioners in a recount of a referendum win the recount; or (iii) there was between 
the candidate apparently nominated or elected and the candidate petitioning for the 
recount a difference of not more than one-half of one percent of the total vote cast for the 
two such candidates as determined by the State Board or electoral board prior to the 
recount. Otherwise the costs of the recount shall be assessed against the candidate 
petitioning for the recount or the petitioners in a recount of a referendum. If more than 
one candidate petitions for a recount, the court may assess costs in an equitable manner 
between the counties and cities and any such candidate if both are liable for costs under 
this subsection. Costs incurred to date shall be assessed against any candidate or 
petitioner who defaults or withdraws his petition.  

F. The court shall determine the costs of the recount subject to the following limitations: 
(i) no per diem payment shall be assessed for salaried election officials; (ii) no per diem 
payment to officers of election serving as recount officials shall exceed two-thirds of the 
per diem paid such officers by the county or city for service on election day; and (iii) per 
diem payments to alternates shall be allowed only if they serve.  

G. Any petitioner who may be assessed with costs under subsection E shall post a bond 
with surety with the court in the amount of $10 per precinct in the area subject to recount. 
If the petitioner wins the recount, the bond shall not be forfeit. If the petitioner loses the 
recount, the bond shall be forfeit only to the extent of the assessed costs. If the assessed 
costs exceed the bond, he shall be liable for such excess.  

H. The recount proceeding shall be final and not subject to appeal.  

I. For the purposes of this section:  

"Overvote" means a ballot on which a voter casts a vote for a greater number of 
candidates or positions than the number for which he was lawfully entitled to vote and no 
vote shall be counted with respect to that office or issue.  

"Undervote" means a ballot on which a voter casts a vote for a lesser number of 
candidates or positions than the number for which he was lawfully entitled to vote.  

2. That the provisions § 24.2-631.1 of this act shall become effective in due course on 
July 1, 2006. 

3. That the remaining amendments and provisions of this act shall become effective on 
January 1, 2009. 
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SENATE BILL NO. 272  
Senate Amendments in [ ]  

 
A BILL to amend the Code of Virginia by adding a section numbered 24.2-631.1, relating 
to elections; a pilot program to test electronic voting equipment and paper record 
requirements; audits of voting equipment.  

Be it enacted by the General Assembly of Virginia: 

1.  That the Code of Virginia is amended by adding a section numbered 24.2-631.1 as 
follows: 

§ 24.2-631.1.   Pilot program to test electronic voting equipment and paper record 
requirements; audits of voting equipment.  

A. The State Board of Elections shall conduct a pilot program to test the use of voter-
verified records of votes on direct recording electronic voting devices (DREs) beginning 
with the November 2006 general election, or as soon thereafter as practicable, and to 
provide for audits of DREs and electronic counting devices for optical scan ballots. 

B.  The Board shall determine the scope and design of the pilot program to accomplish 
the following goals: (i) testing in a reasonable number of precincts throughout the 
Commonwealth that represent a variety of regions and localities, including large and 
small localities and counties and cities; (ii) testing of devices that produce a voter-
verified record of the votes cast on each type of DRE certified for use in the 
Commonwealth including devices provided by the manufacturer of the certified DREs 
and devices manufactured by other manufacturers that are designed for use with multiple 
types of DREs; (iii) testing of the devices for their accuracy, reliability, practicality, and 
potential for certification under federal and Commonwealth standards; and (iv) testing of 
the ability and potential of the devices to provide audit and recount capabilities. 

C.  In designing the pilot program, the Board shall consider the report of the Joint 
Subcommittee Studying Voting Equipment established pursuant to House Joint 
Resolution 174 (2004) and Senate Joint Resolution 371 (2005) and the Subcommittee's 
concerns with regard to the improvement of voter confidence in the use of DREs and 
electronic counting devices, the security of wireless communications features and 
electronic counting devices, and the desirability of a reliable audit trail for voting 
equipment. [ The State Board shall consult independent experts with technical and 
computer expertise in designing the pilot program and in evaluating the results of the 
program. ]  

D.  As part of the pilot program, the Board shall incorporate an audit process to compare 
the results of the DRE-produced vote total and the voter-verified record of votes and 
other appropriate audit features to test the DREs and electronic counting devices. 
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E.  The Board shall report to the Chairmen of the House and Senate Committees on 
Privileges and Elections by September 1, 2006, on its design for the pilot program. 

F.  In designing the pilot program, the Board is authorized to include the testing of 
devices on an experimental basis prior to certification of the device.  

 [ G. The provisions of this section shall be implemented only to the extent funded by the 
Commonwealth through the general appropriation act. ]  

  [ 2. That the provisions of this act shall not become effective unless an appropriation of 
general funds effectuating the purposes of this act is included in the general 
appropriations act passed by the 2006 Session of the General Assembly, which becomes 
law. ]  

 
 
 

SENATE BILL NO. 424  
 
A BILL to amend and reenact §§ 24.2-611, 24.2-629, and 24.2-802 of the Code of 
Virginia and to amend the Code of Virginia by adding sections numbered 24.2-625.2, 
24.2-625.3, and 24.2-671.1, relating to election procedures; pollbooks, voting equipment 
requirements and audits, and recount procedures.  

 Be it enacted by the General Assembly of Virginia: 

1.  That §§ 24.2-611, 24.2-629, and 24.2-802 of the Code of Virginia are amended and 
reenacted and that the Code of Virginia is amended by adding sections numbered 24.2-
625.2, 24.2-625.3, and 24.2-671.1, as follows: 

§ 24.2-611. Form and signing of pollbooks; records of persons voting; electronic 
pollbooks.  

A. The following oath shall be on a form prescribed by the State Board, administered to 
all officers of election, and kept by the officers of election with the pollbook:  

"I do solemnly swear (or affirm) that I will perform the duties for this election according 
to law and the best of my ability, and that I will studiously endeavor to prevent fraud, 
deceit, and abuse in conducting this election."  

The oath shall be administered to each officer of election by the general registrar, a 
member of the electoral board, or an officer of election designated by the general 
registrar and secretary of the electoral board, who shall be so identified on the form. The 
oath shall be signed by each officer of election and the person administering the oath. The 
pollbook shall be marked to identify the election for which it is used.  
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B. The State Board shall provide the pollbook pursuant to subdivision A 7 of § 24.2-404. 
The pollbook shall (i) provide a space for the officer of election to record the name and 
consecutive number of the voter at the time he offers to vote and (ii) be retained in 
accordance with the provisions governing pollbooks in this title. If the pollbook is 
provided in printed form, the State Board shall provide a numerical check sheet to be 
used to determine the consecutive number to be recorded with the name of the voter by 
the officer of election. If the pollbook is provided in electronic form, the consecutive 
number shall be entered automatically when the officer of election records that the voter 
has voted. If the pollbook is provided in electronic form, it shall provide a paper copy 
record of the names of the voters and their associated identifying information on a 
contemporaneous and continuous basis as the voters are recorded. The election officers 
shall verify that the name printed on the paper copy record matches the voter's name on 
the electronic pollbook. When the name and number of the last qualified voter have been 
entered on the pollbook, the officer of election responsible for that pollbook shall sign a 
statement on the check sheet, or on a separate form if an electronic pollbook is used, 
certifying the number of qualified registrants who have voted. The State Board shall 
provide instructions to the local electoral boards, general registrars, and officers of 
election for the conduct of the election and for procedures for entering a voting record for 
each voter and recording each voter's name, including voters unable to enter the polling 
place, and for verifying the accurate entry of the voting record for each registrant on the 
Virginia Voter Registration System.  

C. The State Board shall incorporate safeguards to assure that the records of the election, 
including the pollbook, voter count sheets, or other alternative records, will provide 
promptly an accurate and secure record of those who have voted. The State Board may 
provide for the pollbook to be in a paper format or in an electronic format if funds are 
appropriated to cover the costs associated with the provision of a pollbook in an 
electronic format. The State Board shall be authorized to conduct pilot programs in one 
or more localities, with the consent of the electoral board of the locality, to test the use of 
an electronic pollbook in one or more precincts, notwithstanding any other provision of 
law to the contrary.  

D. Within 10 days after the election, the local electoral board shall meet publicly to 
initiate an audit of at least 5% of the precincts that used electronic pollbooks and shall 
select the precincts by a drawing or other random method. The local electoral board 
shall compare the paper record produced by the electronic pollbook in the audited 
precincts with the information on the electronic pollbook. Audits shall be conducted in 
public, and candidates and political parties shall be invited to provide observers. 

§ 24.2-625.2. Voting equipment; prohibition on wireless communications. 

No direct recorded electronic voting machine, optical ballot tabulator, or other 
equipment used to enter or count votes shall have any form of wireless or power cable 
based electronic communication capability. Any device that is manufactured with a 
wireless or power cable based communication capability shall have that feature 
permanently and physically disabled before it may be used in any election. It shall not be 
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sufficient to temporarily disable a wireless communication capability by a software 
configuration whether or not a cardkey is used to effect the disabling. 

Wireless communications features include, but are not limited to, radio frequency and 
infrared ports. Permanent physical disabling can be accomplished by cutting the wires 
that support the feature or by removing the hardware circuits or ports.  Power cable 
based communication refers to the capability to communicate electronically using power 
cables as a transmission medium.   

§ 24.2-625.3. Review of source code for software used in voting equipment. 

No direct recorded electronic voting machine, optical ballot tabulator, or other 
equipment used to enter or count votes shall be certified for use in elections unless the 
vendor supplies in escrow with the State Board the source code for any software used to 
program the particular equipment for which certification is requested. The Board shall 
appoint technical experts with software engineering and computer security credentials 
and expertise to examine the source code and report to the Board prior to certification 
whether the software is likely to perform correctly and has appropriate security 
safeguards. The Board shall ensure that the technical experts have at least 30 days for 
the source code review and to report their findings. The Board shall make such reports 
available to the public.  The Board shall consider the software review reports before 
certifying all voting systems and shall have the authority to deny certification of systems 
that receive negative reviews.  The Board shall also make the source code available, if 
requested by any state political party chairman, for review by a committee of no more 
than three technical experts selected by the political party. 

The Board may require that any technical experts that review vendor source codes agree 
to refrain from making the source code available to third parties, but such agreements 
shall not prohibit the technical experts from making a public report on the engineering 
quality, accuracy, and security aspects of the software reviewed. 

The Board shall use the best technical means possible to ensure that the software 
provided by a vendor is exactly the same as the software that is installed upon the voting 
equipment being certified.  Such means may include comparing checksums or digital 
signatures of the software installed on all voting machines with those produced by the 
binary image of the version of the software that was reviewed. Voting systems that were 
certified prior to the enactment of this requirement must meet the review and escrow 
requirements of this section by June 1, 2007, to retain certification. 

§ 24.2-629. Authorized use of electronic systems and ballots.  

A. Any person, firm, or corporation hereinafter referred to as the "vendor," 
manufacturing, owning, or offering for sale any electronic voting or counting system and 
ballots designed to be used with such equipment may apply to the State Board, in the 
manner prescribed by the Board, to have examined a production model of such 
equipment and the ballots used with it. The Board may require the vendor to pay a 
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reasonable application fee when he files his request for testing or certification of new or 
upgraded voting equipment. Receipts from such fees shall be credited to the Board for 
reimbursement of testing and certification expenses. In addition to any other materials 
that may be required, a current statement of the financial status of the vendor, including 
any assets and liabilities, shall be filed with the Board; if the vendor is not the 
manufacturer of the equipment for which application is made, such a statement shall also 
be filed for the manufacturer. These statements shall be exempt from the provisions of 
the Virginia Freedom of Information Act (§ 2.2-3700 et seq.). The Board shall also 
require, at a site of its choosing, a demonstration of such system and ballots and may 
require that a production model of the system and a supply of ballots be provided to the 
Board for testing purposes.  

B. The provisions of this title pertaining to mechanical voting devices and ballots shall be 
deemed applicable to such equipment and ballots provided that (i) the counting 
equipment used with punchcard or mark sense ballots shall not be required to prevent a 
voter from voting for a greater number of candidates than he is lawfully entitled to; (ii) 
the provisions of this title pertaining to ballot squares shall not be applicable to punchcard 
or mark sense ballots; and (iii) any system approved pursuant to this title shall segregate 
ballots containing write-in votes from all others; and (iv) any direct electronic (DRE) 
voting device shall be equipped to provide a paper copy record of the votes cast on a 
contemporaneous and continuous basis as the votes are cast and accumulated on the 
device.  

Any direct electronic voting device shall generate a complete paper record showing all 
votes cast by each voter that is visually verifiable by the voter before his vote is cast and 
he leaves the device. The paper record shall be in a format that protects voter privacy 
and is practical for supporting audits and recounts. 

In the case of a discrepancy between the paper and electronic totals, the paper record 
shall take precedence in a recount unless the court finds clear and convincing evidence 
that there is reason to do otherwise. 

Every electronic voting system shall ensure voting in absolute secrecy, and systems 
requiring the voter to vote a ballot that is inserted in an electronic counting device shall 
provide for secrecy of the ballot and a method to conceal the voted ballot. Systems 
requiring the voter to vote a ballot that is inserted in an electronic counting device shall 
report, if possible, the number of ballots on which a voter voted for a lesser number of 
candidates for an office than the number he was lawfully entitled to vote and the number 
of ballots on which a voter voted for a greater number of candidates than the number he 
was lawfully entitled to vote. Electronic voting devices shall be programmable, if 
possible, to allow such undervoted and overvoted ballots to be separated when necessary.  

B1. The system shall provide the voter with an opportunity to correct any error before a 
permanent record is preserved.  
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C. After its examination of the equipment, ballots, and other materials submitted by the 
vendors, the Board shall prepare and file in its office a report of its finding as to (i) the 
apparent capability of such equipment to accurately count, register, and report votes; (ii) 
whether the system can be conveniently used without undue confusion to the voter; (iii) 
its accessibility to voters with disabilities; (iv) whether the system can be safely used 
without undue potential for fraud; (v) the ease of its operation and transportation by 
voting equipment custodians and officers of election; (vi) the financial stability of the 
vendor and manufacturer; (vii) whether the system meets the requirements of this title; 
(viii) whether the system meets federal requirements; and (ix) whether, in the opinion of 
the Board, the potential for approval of such system is such as to justify further 
examination and testing.  

D. If the Board determines that there is such potential and prior to its final determination 
as to approval or disapproval of such system, the Board shall obtain a report by an 
independent electronics or engineering consultant as to (i) whether the system accurately 
counts, registers, and reports votes; (ii) whether it is capable of storing and retaining 
existing votes in a permanent memory in the event of power failure during and after the 
election; (iii) the number of separate memory capabilities for the storage of recorded 
votes; (iv) its mechanical and electronic perfections and imperfections; (v) the audit trail 
provided by the system; (vi) the anticipated frequency of repair; (vii) the ease of repair; 
(viii) the anticipated life of the equipment; (ix) its potential for fraudulent use; (x) its 
accessibility to voters with disabilities; (xi) the ease of its programming, transportation, 
and operation by voting equipment custodians and officers of election; and (xii) any other 
matters deemed necessary by the Board. Failure by an applicant to cooperate with the 
consultant by furnishing information and production equipment and ballots requested 
shall be deemed a withdrawal of the application, but nothing in this section shall require 
the disclosure of trade secrets by the applicant. If such trade secrets are essential to the 
proper analysis of the system and are provided for that reason, the consultant shall 
subscribe to an oath subject to the penalty for perjury that he will neither disclose nor 
make use of such information except as necessary for the system analysis. The report of 
the consultant shall be filed in the office of the Board.  

E. If the Board determines that there is potential for approval of the system and prior to 
its final determination, the Board shall also require that the system be tested in an actual 
election in one or more counties or cities. Its use at such election shall be as valid for all 
purposes as if it had been legally approved by the Board and adopted by the counties or 
cities.  

F. If, following testing, the Board approves any electronic system and its ballots for use, 
the Board shall so notify the electoral boards of each county and city. Systems so 
approved may be adopted for use at elections as herein provided. No form of electronic 
system and ballots not so approved shall be adopted by any county or city. Any electronic 
system and ballots approved for use by the Board shall be deemed to meet the 
requirements of this title and any applicable federal laws, and their use in any election 
shall be valid.  
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§ 24.2-671.1.  Random audits of voter-verified paper records. 

Each electoral board shall publicly conduct a random drawing to select at least five 
percent of the precincts for a postelection manual audit of the voter-verified paper 
records. The audit shall be performed using the same procedures established by the 
Board for conducting hand counts of voter-verified paper records during recounts. The 
audited precincts shall include all years and models of the election devices producing 
voter-verified paper records, including, but not limited to, DREs and optical scan 
tabulators. The drawing shall not occur until such time as all initial vote counts have 
been completed and announced publicly, but shall be completed with 48 hours of that 
time. Any candidate, qualified voter, or political party may petition the electoral board to 
include additional precincts in the audit. Immediately following the random drawing, the 
local Board shall publicly announce the time and location of the audits. Candidates and 
political parties may have representatives observe the audits. 

No election results shall be certified until all audits have been completed.   

If the local board finds that any of the hand counts conducted under this section show a 
discrepancy between the hand count and the initial device tally that totals more than 
0.1% of the vote in the audited precincts, the local board shall conduct audits at such 
additional precincts as it considers appropriate to ensure the accuracy of the results. 

With respect to votes cast other than at the precinct on the date of the election or votes 
cast by provisional ballot on the date of the election that are certified and counted by the 
electoral board on or after the date of the election, including votes cast by absent 
uniformed services voters and overseas voters under the Uniformed and Overseas 
Citizens Absentee Voting Act, the electoral board shall count by hand the applicable 
voter-verified paper records and compare its count with the machine tally of those votes. 

 If an error is detected with a voting device during the course of an audit, the results 
obtained from hand counting the voter-verified paper records shall form the official 
election results. 

 At the conclusion of each audit, the local board shall announce and publish the results of 
the audit, and shall include in the announcement a comparison of the results of the 
election in the precinct as determined by the local board under the audit and the initial 
tally in the precinct as previously announced by the local board. 

§ 24.2-802. Procedure for recount.  

A. The State Board of Elections shall promulgate standards for (i) the proper handling 
and security of voting and counting devices, ballots, and other materials required for a 
recount, (ii) accurate determination of votes based upon objective evidence and taking 
into account the counting device and form of ballots approved for use in the 
Commonwealth, and (iii) any other matters that will promote a timely and accurate 
resolution of the recount. The chief judge of the circuit court or the full recount court 
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may, consistent with State Board of Elections standards, resolve disputes over the 
application of the standards and direct all other appropriate measures to ensure the proper 
conduct of the recount.  

The recount procedures to be followed throughout the election district shall be as uniform 
as practicable, taking into account the types of ballots and voting devices in use in the 
election district.  

B. Within seven calendar days of the filing of the petition for a recount of any election 
other than an election for presidential electors, or within five calendar days of the filing 
of a petition for a recount of an election for presidential electors, the chief judge of the 
circuit court shall call a preliminary hearing at which (i) motions may be disposed of and 
(ii) the rules of procedure may be fixed, both subject to review by the full court. As part 
of the preliminary hearing, the chief judge may permit the petitioner and his counsel, 
together with each other party and his counsel and at least two members of the electoral 
board and the custodians, to examine any mechanical or direct electronic voting device of 
the type that prints returns when the print-out sheets are not clearly legible. The petitioner 
and his counsel and each other party and their counsel under supervision of the electoral 
board and its agents shall also have access to pollbooks and other materials used in the 
election for examination purposes, provided that individual ballots cast in the election 
shall not be examined at the preliminary hearing. The chief judge during the preliminary 
hearing shall review all security measures taken for all ballots and voting devices and 
direct, as he deems necessary, all appropriate measures to ensure proper security to 
conduct the recount.  

The chief judge, subject to review by the full court, may set the place or places for the 
recount and may order the delivery of election materials to a central location and the 
transportation of voting devices to a central location in each county or city under 
appropriate safeguards.  

After the full court is appointed under § 24.2-801 or § 24.2-801.1, it shall call a hearing at 
which all motions shall be disposed of and the rules of procedure shall be fixed finally. 
The court shall call for the advice and cooperation of the State Board or any local 
electoral board, as appropriate, and such boards shall have the duty and authority to assist 
the court. The court shall fix procedures that shall provide for the accurate determination 
of votes in the election.  

The determination of the votes in a recount shall be based on votes cast in the election 
and shall not take into account (i) any absentee ballots or provisional ballots sought to be 
cast but ruled invalid and not cast in the election, (ii) ballots cast only for administrative 
or test purposes and voided by the officers of election, or (iii) ballots spoiled by a voter 
and replaced with a new ballot.  

The eligibility of any voter to have voted shall not be an issue in a recount. Commencing 
upon the filing of the recount, nothing shall prevent the discovery or disclosure of any 
evidence that could be used pursuant to § 24.2-803 in contesting the results of an election.  
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C. The court shall permit each candidate, or petitioner and governing body or chief 
executive officer, to select an equal number of the officers of election to be recount 
officials and to count ballots, or in the case of mechanical or direct electronic voting 
devices to redetermine the vote. The number shall be fixed by the court and be sufficient 
to conduct the recount within a reasonable period. The court may permit each party to the 
recount to submit a list of alternate officials in the number the court directs. There shall 
be at least one team of recount officials to recount paper ballots and to redetermine the 
vote cast on mechanical or direct electronic devices of the type that prints returns for the 
election district at large in which the recount is being held. There shall be at least one 
team from each locality in the election district to redetermine the vote on other types of 
mechanical voting devices. There shall be at least one team from each locality using 
electronic counting devices to insert the ballots into one or more counting devices. The 
counting devices shall be programmed to count only votes cast for parties to the recount 
or for or against the question in a referendum recount. Each team shall be composed of 
one representative of each party.  

The court may provide that if, at the time of the recount, any recount official fails to 
appear, the remaining recount officials present shall appoint substitute recount officials 
who shall possess the same qualifications as the recount officials for whom they 
substitute. The court may select pairs of recount coordinators to serve for each county or 
city in the election district who shall be members of the county or city electoral board and 
represent different political parties. The court shall have authority to summon such 
officials and coordinators. On request of a party to the recount, the court shall allow each 
party to appoint one representative observer for each team of recount officials. The 
expenses of its representatives shall be borne by each party.  

D. The court (i) shall supervise the recount and (ii) may require delivery of any or all 
pollbooks used and any or all ballots cast at the election, or may assume supervision 
thereof through the recount coordinators and officials.  

The redetermination of the vote in a recount shall be conducted as follows:  

1. For paper ballots, the recount officials shall hand count the ballots using the standards 
promulgated by the State Board pursuant to subsection A.  

2. For mechanical lever machines without printouts, the recount officials shall open the 
machines and read the counters.  

3. For mechanical lever machines with printouts and direct recording electronic (DRE) 
voting machines (DREs) not designed to produce a voter-verified paper record, the 
recount officials shall open the envelopes with the printouts and read the results from the 
printouts. If the printout is not clear, or on the request of the court, the recount officials 
shall rerun the printout from the machine or examine the counters as appropriate.  

4. For optical scan tabulators and DREs designed to produce a voter-verified paper 
record, the recount officials shall first examine the printout to redetermine the vote. Only 
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randomly select at least five percent of the precincts, beyond any precincts audited 
during the normal certification process, for a manual audit to determine the accuracy of 
the voting equipment.  (i) For the audited precincts, the recount officials shall count the 
votes for the office or issue in question in the recount by hand using the standards 
promulgated by the State Board pursuant to subsection A.  (ii) If the totals found in the 
hand recount do not match the totals reported by the tabulators or DREs in the audited 
precincts within the more stringent tolerance of either 0.1 % of the totals reported in the 
hand recount or the margin of victory in the audited precincts reported prior to the 
recount, then the recount officials shall count the votes by hand in the remaining 
precincts using the same standards promulgated by the State Board. In that case, the 
State Board shall also conduct an investigation into the reasons for the discrepancies and 
prepare a report for the public. (iii) If the totals found in the hand recount of the audited 
precincts match the totals reported by the tabulators or DREs within the tolerances 
specified in clause (ii), then the recount officials shall rely upon the tabulator or DRE 
results for the remaining precincts.  In those precincts only if the printout is not clear, or 
on the request of the court, the recount officials shall rerun all the ballots through a 
tabulator programmed to count only the votes for the office or issue in question in the 
recount and to set aside all ballots containing write-in votes, overvotes, and undervotes. 
The ballots that are set aside and any ballots not accepted by the tabulator shall be hand 
counted using the standards promulgated by the State Board pursuant to subsection A.  

5. For punchcard tabulators, the recount officials shall first examine the printout to 
redetermine the vote. Only if the printout is not clear, or on the request of the court, the 
recount officials shall rerun all the ballots through a tabulator programmed to count only 
the votes for the office or issue in question in the recount and to set aside all ballots 
containing write-in votes and, if possible, overvotes and undervotes. The ballots that are 
set aside and any ballots not accepted by the tabulator shall be hand counted using the 
standards promulgated by the State Board pursuant to subsection A and the standards set 
forth in this subdivision. The following standards shall apply in determining whether a 
ballot has been properly voted and should be counted. A chad is the small piece of a 
punch card ballot that, when removed by the voter in the voting process, leaves a hole 
that is recognizable by a ballot tabulator. A ballot on which the chad indicating the 
selection of a candidate or position on an issue is broken or separated from the card at 
two or more corners shall be deemed a vote and counted; a chad on which only one 
corner is broken or separated from the card shall not be considered a vote. No other 
depression, dimple, or other mark on the ballot shall be counted as a vote. On any ballot 
on which two or more corners of the chad indicating the selection of a candidate or 
position have been broken or separated from the card and the voter has also cast a vote 
for another candidate for the same office or position on the same issue, the partially 
punched chad also shall be deemed a vote and, if the voter has cast more votes than the 
number for which he was lawfully entitled to vote, the ballot shall be deemed an overvote 
and shall not be counted with respect to that office or issue.  

There shall be only one redetermination of the vote in each precinct.  
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At the conclusion of the recount of each precinct, the recount officials shall write down 
the number of valid ballots cast, this number being obtained from the ballots cast in the 
precinct, or from the ballots cast as shown on the statement of results if the ballots cannot 
be found, for each of the two candidates or for and against the question. They shall 
submit the ballots or the statement of results used, as to the validity of which questions 
exist, to the court. The written statement of any one recount official challenging a ballot 
shall be sufficient to require its submission to the court. If, on all mechanical or direct 
electronic voting devices, the number of persons voting in the election, or the number of 
votes cast for the office or on the question, totals more than the number of names on the 
pollbooks of persons voting on the devices, the figures recorded by the devices shall be 
accepted as correct.  

At the conclusion of the recount of all precincts, after allowing the parties to inspect the 
questioned ballots, and after hearing arguments, the court shall rule on the validity of all 
questioned ballots and votes. After determining all matters pertaining to the recount and 
redetermination of the vote as raised by the parties, the court shall certify to the State 
Board and the electoral board or boards (a) the vote for each party to the recount and 
declare the person who received the higher number of votes to be nominated or elected, 
as appropriate, or (b) the votes for and against the question and declare the outcome of 
the referendum.  

E. Costs of the recount shall be assessed against the counties and cities comprising the 
election district when (i) the candidate petitioning for the recount is declared the winner; 
(ii) the petitioners in a recount of a referendum win the recount; or (iii) there was between 
the candidate apparently nominated or elected and the candidate petitioning for the 
recount a difference of not more than one-half of one percent of the total vote cast for the 
two such candidates as determined by the State Board or electoral board prior to the 
recount. Otherwise the costs of the recount shall be assessed against the candidate 
petitioning for the recount or the petitioners in a recount of a referendum. If more than 
one candidate petitions for a recount, the court may assess costs in an equitable manner 
between the counties and cities and any such candidate if both are liable for costs under 
this subsection. Costs incurred to date shall be assessed against any candidate or 
petitioner who defaults or withdraws his petition.  

F. The court shall determine the costs of the recount subject to the following limitations: 
(i) no per diem payment shall be assessed for salaried election officials; (ii) no per diem 
payment to officers of election serving as recount officials shall exceed two-thirds of the 
per diem paid such officers by the county or city for service on election day; and (iii) per 
diem payments to alternates shall be allowed only if they serve.  

G. Any petitioner who may be assessed with costs under subsection E shall post a bond 
with surety with the court in the amount of $10 per precinct in the area subject to recount. 
If the petitioner wins the recount, the bond shall not be forfeit. If the petitioner loses the 
recount, the bond shall be forfeit only to the extent of the assessed costs. If the assessed 
costs exceed the bond, he shall be liable for such excess.  
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H. The recount proceeding shall be final and not subject to appeal.  

I. For the purposes of this section:  

"Overvote" means a ballot on which a voter casts a vote for a greater number of 
candidates or positions than the number for which he was lawfully entitled to vote and no 
vote shall be counted with respect to that office or issue.  

"Undervote" means a ballot on which a voter casts a vote for a lesser number of 
candidates or positions than the number for which he was lawfully entitled to vote.  
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Appendix C:  Public Statements 
 
 
1. Model Legislation 
 Virginia Verified Voting 
 Submitted by Alex Blakemore 11/23/05 
 
2. Counting Mark-Sense Ballots 
 Douglas W. Jones 
 Submitted by Maggie Luca, Subcommittee member, 11/23/05  
 
3. Statement of Views 
 Submitted by Joyce Braithwaite, Subcommittee Member, 12/02/05 
 
4. Statement of Views 
 Libertarian Party  
 Submitted by Steve Damerell 12/28/05 
 
5. Statement of Views 
 Virginia Electoral Board Association 
 Submitted by Arelia S. Langhorne, President, 1/3/06 
 
6. Statement of Views 
 Edward A. O'Neal, Chairman, Norfolk Electoral Board 
 Submitted  1/4/06 
 
7. Statement of Views 
 Submitted by Cameron Quinn, Subcommittee member, 1/05/06  
 
8. Chairman's Suggested List of Items for Subcommittee Review and Action on 
 1/5/06 
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